EL CIVICS - COAAP 47 - IL - CONSUMER ECONOMICS - FRAUD

Reporting a PhIShlng Scam ? LsTENING

Report a fake bank text and protect your account.

1 Describe the Picture

Look at the picture with your partner. Take turns. Talk for one minute. Keep talking!

YOU CAN SA THEN ASK EACH OTHER

| can see... Where are they?
Thereis... / There are... What's happening?
He is... / She is... (+inQ) What happens next?

| think... because...

2 Reading — Marta Gets a Scam Text

Read silently. Then read with a partner.

Marta received a text message during dinner. It said her bank account was locked and told her to click
a link immediately. Marta almost clicked, but she noticed that the message did not use her name. She
decided not to use the link. Instead, she called the phone number printed on the back of her bank
card.

Omar in the bank's fraud department told Marta that the text was a scam. Her account was safe. He
told her to block the sender, delete the message, and change her password. Marta asked if he
needed her password. Omar said no and explained that the bank would never ask for her password.

Marta reported the scam text and deleted it. Later, she told her classmates what she learned: do not
use a phone number or link from a suspicious message. Contact the bank using a phone number you
already know is real.
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3 Dialogue

0
Read with a partner. Read it again and switch roles. Practice it several times. Next, ' SPEAKING
fill in the missing words from memory!

Omar: First Bank fraud department, this is Omar. Do you still have your card with you?

Marta: Yes, the card is in my hand — | called the number on the back. | received a strange text about
my account tonight.

Omar: Smart move calling the back of the card. Tell me about the message — what did it say?

Marta: It said that my account is locked — click a link right now. Very urgent. But it didn't use my
name.

Omar: You noticed the right thing. Real bank messages use your name and never rush you. Did you
click on the link?

Marta: No. | did not click, and | did not answer the text. My thumb was close, | confess!

Omar: Every thumb is! Since you didn't click, you're safe. Let me check... no strange activity. Now,
three protection steps.

Marta: Okay. What are the steps?

Omar: Step one: block the number that sent the text. Step two: delete the message so nobody clicks
it later. Step three — just to be extra safe — change your password tonight.

Marta: Block, delete, change the password. Okay. Do you need my password now, to check
something?

Omar: Never! The bank will NEVER ask for your password. Anyone who asks is fake — even if they
sound like me.

Marta: Even if they sound like you. | will remember that line. Should | report it anywhere else?
Omar: Forward the text to 7726 — the fraud number for phone companies. Then delete it.

Marta: Forward to 7726, then delete. Thank you, Omar. I'm glad | stopped and checked before |
clicked.

Omar: Good. You did the right thing by stopping and checking first.

4 Vocabulary

Translate it, explain it, or use it in a sentence.
Word / Phrase Meaning My sentence
a strange text
click on a link
delete the message
no strange activity
block the number
change your password
fraud department
forward the text

report it
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5 What Do You Remember?

Fill in the missing words. Do not look back!

WORD BAN

report it fraud department click on a link block the number delete the message

change your password a strange text no strange activity forward the text

Omar: First Bank (1) , this is Omar. Do you still have your
card with you?

Marta: Yes, the card is in my hand — | called the number on the back. | received (2)
about my account tonight.

Omar: Smart move calling the back of the card. Tell me about the message — what did it say?

Marta: It said that my account is locked — click a link right now. Very urgent. But it didn't use my
name.

Omar: You noticed the right thing. Real bank messages use your name and never rush you. Did you
(3) ?

Marta: No. | did not click, and | did not answer the text. My thumb was close, | confess!

Omar: Every thumb is! Since you didn't click, you're safe. Let me check... (4)
. Now, three protection steps.

Marta: Okay. What are the steps?

Omar: Step one: (5) that sent the text. Step two: (6)
so nobody clicks it later. Step three — just to be extra safe
—(7) tonight.

Marta: Block, delete, change the password. Okay. Do you need my password now, to check
something?

Omar: Never! The bank will NEVER ask for your password. Anyone who asks is fake — even if they
sound like me.

Marta: Even if they sound like you. | will remember that line. Should | (8)
anywhere else?

Omar: (9) to 7726 — the fraud number for phone
companies. Then delete it.

Marta: Forward to 7726, then delete. Thank you, Omar. I'm glad | stopped and checked before |
clicked.

Omar: Good. You did the right thing by stopping and checking first.
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6 Talk About It

1. Have you received a scam text, email, or phone call? What did it say?
2. Why do scam messages often say you must act immediately?
3. How can you help family members stay safe from scams?

PART 2 . TELL YOUR STORY

Tell your partner about a suspicious message or situation you noticed. Speak for one minute or more.

You can say: what the message said - what made you suspicious - what you did - what you learned

PART 3 - WHAT DO YOU THINK?|

1. What are some signs that a message may be a scam?
2. What should banks and phone companies do to help stop scams?

3. New technology can copy voices and create realistic messages. What steps can people take to
check if a message is real?

7 Now You Try — Call the Fraud Line

The text arrived at dinner: 'FIRST BANK ALERT: Your account is
LOCKED. Click here NOW.' Your thumb hovered over the link —
then stopped. Something was wrong: the bank knows your name,
and this text didn't use it. You did not click. You turned the card
over and called the real number printed on the back. That one
decision changes everything that happens next.

50! YOUR GOA

Report the fake text, follow the safety steps — and never share
your password.

Scan the code and call Omar, an Al fraud specialist at First Bank.
Practice every day this week!
Cannot scan? Go to: eslvideo.com/cb.php?iframeid=393335402615
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8 Write Your Own Dialogue

Work with a partner. Student A is the fraud specialist. Student B is different: you DID click the link and typed
your password before you felt suspicious. What now?

>

: Bank fraud department. Do you still have your card with you?
: Yes. | received a strange text about my account.
: Tell me about the message — what did it say?

: It said that , and it said to

: Did you click on the link?

: Okay. Let me check your account... . Now three steps.
: Ready. Step one?

. Two: . Three:

: Got it. Do you need my password?

: Never! The bank NEVER asks for your password.

W > T > W > W > W > W

: 1 will remember. Thank you for keeping me safe!

Now practice your dialogue out loud. Switch roles!
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Answer Key (teacher page)

5 . What Do You Remember?

1. fraud department - 2. a strange text - 3. click on the link (click on a link) - 4. no strange activity - 5.
block the number - 6. delete the message - 7. change your password - 8. report it - 9. Forward the text
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